UNI TED STATES DI STRI CT COURT
FOR THE DI STRI CT OF RHODE | SLAND

UNI LOC USA, INC. and UNI LOCC
SI NGAPORE PRI VATE LI M TED,

Plaintiffs,
V. C. A No. 03-440 S
M CROSOFT CORPORATI ON,

Def endant .
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OCPI N ON AND ORDER

WlliamE Smth, United States D strict Judge.

Uniloc USA, Inc. and Uniloc Singapore Private Limted
(collectively, “Uniloc”) have brought this patent infringenent
action against Mcrosoft Corporation (“Mcrosoft”) for allegedly
infringing Uniloc’s United States Patent Nunber 5,490,216 (“the
‘216 Patent”). Mcrosoft has noved for sunmmary judgnent on non-
infringenment and invalidity. Al so, Uniloc has noved for partial
summary judgnent on Mcrosoft’s counterclaim of inequitable
conduct. The Court heard oral argunent on Novenber 29, 2006, and
took the matter under advisenent. Applying the claim terns as

previously construed, Uniloc USA, Inc. v. Mcrosoft Corp., 447 F.

Supp. 2d 177 (D.R 1. 2006), and for the reasons that follow,

M crosoft’s Mdtion for Summary Judgnment will be granted on the



i ssue of non-infringenent,! and Uniloc’s Motion for Partial Sunmary
Judgnent will be denied as noot.

| . Backgr ound and Facts

In the |late 1970s, the personal conputer revolution changed

the market dynam cs for software products. See generally Martin

Canpbel | -Kelly, Not Al Bad: An Historical Perspective on Software

Patents, 11 M ch. Telecomm & Tech. L. Rev. 191 (2005). Along with
the rise of the personal conputer cane a wave of software piracy.
Ever since, software vendors and determ ned hackers have been
| ocked in an arns-race where new and evernore sophisticated
software protection techniques are developed, then *“cracked,”
| eading to new devel opnent, and so on. Trotter Hardy, Property

(and Copyright) in Cyberspace, 1996 U. Chi. Legal F. 217, 251

(1996) . Early anti-piracy efforts focused on copy protection
technology that made it difficult to duplicate the original
software nedia (e.g., the floppy disks containing the software).
These early copy protection systens were broken by “nibbler”
prograns that nmade very precise bit-by-bit copies of the origina
software nedia.? Later, as |larger software packages that had to be

installed on the wuser’s conputer becane nore prevalent, copy

! Because Mcrosoft’s notion is resolved on this issue, the
Court does not reach the issue of invalidity.

2 See W ki pedi a, Copy protection,
http://ww. wi ki pedi a. coni wi ki / Copy_protection (describing “nibbler”
prograns) (as of Cctober 2, 2007).
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protection technol ogy becane |ess effective because a legitinate
user could sinply “l oan” the original disks to soneone el se for the
purpose of installing it on their conputer; this is sonetines
referred to as “pass-along piracy.” John A Rothchild, Economc

Anal ysi s of Technol ogi cal Protecti on Measures, 84 O . L. Rev. 489,

548 (2005). Sone software vendors responded to pass-al ong piracy
by requiring the use of a hardware “dongle,” i.e., a device
containing an electronic serial nunber that had to be plugged into
a conputer port in order to run the software. Id. at 493 n.7

VWiile this type of system was nuch harder to break because it
requi red buil ding an equival ent hardware device, users frequently
bal ked at the i nconveni ence of having to attach a pi ece of hardware
to their conputer in order to run a software package. Sof t war e
copy protection technologies in general were widely regarded as an
annoyance to custoners. |1d. at 546-547.

In the 1990s, nmany software vendors stopped concentrating on
preventing the copying of software nedia, and, instead, began
focusing on preventing the use of already installed software by
unlicensed users. The basic prem se of such systens is that after
installing a software package the wuser nust *“validate” or
“activate” the software to verify that their installation is
legitimate. |1d. at 495. The nmin advantage of this approach is
that it renders copying of the original software nedia relatively

uni nportant, since even the copied software nust be installed and



val i dated before it can be used. Validation typically requires
that the user exchange information with a centralized registration
authority managed by the software vendor. 1d. This allows the
vendor to control whether or not to validate a specific
installation of the software. Software validation schenes
generally enploy a database at the registration authority that
tracks all legitimte installations of the software. In order to
uniquely identify each legitimate copy of the software shipped and
| ater purchased and installed by a user, software vendors nust
attach a uni que nunber to each copy of the nedia. This nunber can
then be checked against the centralized database at the
regi stration authority when users validate their installation. |If
t he dat abase contains information indicating that a particul ar copy
of the software has been installed and validated previously, the
registration authority can refuse to validate the newinstallation
based on the suspicion that it is likely fraudul ent.

Initially, such validation techniques required that each copy
of the software nedia be encoded with a unique “registration”
nunber that identified that particular copy of the software. This
approach, however, was costly and ti ne consum ng, because each copy
of the software nedia had to be slightly different fromall other
copi es due to the unique registration nunber. In turn, this nmeant
that software vendors were wunable to use a nmass duplication

manuf act uri ng process to produce their products. Another weakness



of the software validati on approach was that determ ned copyists
could still performafile-by-file copy of an already installed and
“val i dat ed” copy of the software. This validated version could
then be illegally copied to and run on another system

The ‘216 Patent offered solutions for both problens. One of
its main contributions was to invent a validation process by which
t he uni que regi stration nunber coul d be distributed separately from
the software nedia. Today, this type of nunber is frequently found
on the back of the CD jewel case, and is not part of the software
programitsel f. The advantage of enpl oyi ng the approach descri bed
in the ‘216 Patent is that the software nedia can once again be
mass produced since all copies are identical. In a second
contribution, the ‘216 Patent describes a process that eval uates
the user’s conmputer hardware each tine the software is run to
determ ne whether it is the sanme conputer on which the software was
originally installed. This counterneasure is designed to nake it
difficult to use a file copying technique to avoid the validation
process. Each conputer has a uni que hardware “signature” that can
be detected and conpared with the conputer hardware in place when
the software was originally validated. | f the signatures match
the conputer on which the software is currently running is assuned
to be the sane as that on which it was originally installed,
ot herwi se, the software may have been copied to another machi ne,

pronpting re-validation



The Achilles’ heel of the invention, however, is its weak
security. The *216 Patent requires matching “magic nunbers”
(val ues whose only neaning derives fromthe fact that they match
or fail to match, other values —in the ‘216 Patent these val ues
are referred to as “licensee unique IDs”), which are generated
separately on both the client- and server-side parts of the
val idation systemby the sane al gorithm using the sane inputs. |If
t he values match, that is considered “proof” that the registration
authority validated the installation. But the entire registration
system can be bypassed if the user can guess the magi ¢ nunber that
would nornmally be generated by the server. Wiile the chance of
randomy guessing the correct magic nunber is very slight, a
determ ned hacker need only reconstruct the algorithmused by the
server to conmpute that nunber. Then a relatively sinple program
can be created that takes the identical inputs as the server-side
system and produces the identical magic nunber that would be
produced by the genuine registration authority. A hacker is
greatly aided by know edge that the ‘216 Patent requires that the
sane al gorithmthat produces the nmagi ¢ nunber on the server is al so
used to generate the magic nunber on the client. This nmakes it
possi ble to crack the validation systemby reverse engi neering the
client-side software to discover the actual algorithm used to

conpute the magi ¢ nunber. See, e.qg., Rothchild, Econom c Anal ysis

at 508. It would, of course, be nmuch harder to determ ne the



algorithmwere it only on the server,? but the ‘216 Patent requires
t hat the magi ¢ nunber generator be included on both the client and
the server. This requirenent is the natural result of the
symetric design of the invention described by the ‘216 Patent. |If
t he magi ¢ nunber were generated only on the server, there would be
no equival ent nunber on the client for it to match.

M crosoft’s Product Activation systemis, in a nmacro sense,
simlar to the invention described by the *216 Patent. Like the
‘216 Patent, Mcrosoft’s systemis designed to prevent unlicensed
users from running their software. However, the process that
M crosoft’s systemuses to acconplish this goal is different intwo
i nportant ways. First, it does not use the sane algorithmon the
client and server systens to conpute matching nmagi ¢ nunbers. For
exanple, the client creates a Product |ID using the Product Key
(roughly equivalent to the registration nunber in the ‘216 Patent)

distributed with the software nedi a, the software’ s versi on nunber,

3 The ‘216 Patent describes the algorithmused to conpute the

magi ¢ nunbers as an “adder or sunmer” or its equivalents. ‘216
Patent, col. 12, Il. 52-53. This is, of course, a red herring, as
a sinple arithmetic summation of the values provided by the user
woul d be far too easy to di scover and hence to crack. Instead, the
inventor of the ‘216 Patent likely planned to use a far nore
conplex algorithmthat would be commensurately nore difficult to
reverse engi neer. Whet her or not this “secret” algorithmshould
have been disclosed in the *216 Patent as the best nethod is not an
issue this Court needs to reach. 1In all likelihood, the inventor

of the *216 Patent was not required to disclose the “secret”
al gorithm because this would instantly render the invention
usel ess. Fonar Corp. v. Ceneral Elec. Co., 107 F.3d 1543, 1549
(Fed. Cir. 1997); see In re Hayes M croconputer Prods., Inc. Patent
Litig., 982 F.2d 1527, 1537-38 (Fed. Cir. 1992).
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and a random val ue. The Product Activation systemon the client
al so generates a Hardware | D by quantifying various conponents of
t he conmput er hardware on which the software is being installed, and
then processing this information using a one way mathenatical
transformation called a “hash” function. The Product ID and
Hardware |ID are then sent to the server-side registration
authority. At the registration authority, a check is perforned to
determ ne whether the Product ID received from the client is
already stored in the centralized database. |If the Product IDis
not yet in the database, its absence indicates that this particul ar
copy of the software is being installed for the first time. The
first installation of a particular copy of the software is
presunptively considered valid, and the Product ID and Hardware |ID
are then stored in the database as a record of this installation.
|f the Product IDis already in the database, indicating that this
copy of the software has been installed previously, the
installation is considered suspect and the user i s asked to cont act
M crosoft’s registration authority. This situation may arise in
legitimate circunstances; for exanple, when a user reinstalls the
software on a new conputer (assumng that it is deleted fromthe
old conputer in conpliance with the software vendor’s |icensing

rules).*

4 Sonme software licenses may explicitly permt the user to
install the software on two conputers (for exanple, a desktop and
a | aptop conputer).



Second, M crosoft’s systemdoes not rely on the secrecy of its
algorithns for its integrity;, instead, it relies on public key

crypt ography. Joshua L. Col burn, “Don’t Read This If It’s Not For

You”: The Legal |nadequacies of Mdern Approaches to E-Mi

Privacy, 91 Mnn. L. Rev. 241, 259 (2006). Public key (or
asymmetric) cryptography enploys a pair of keys: a public key and
a private key. The two keys are al ways generated together and are
mat hematically rel ated, usually through mani pul ati on of very | arge
prime nunbers.® Their critical property, however, is that the
private key cannot be practically derived from the public key.
Thus, the private key is kept secret, while the public key may be
wi dely distributed. Each key can transform data in just one
direction, turning plain text into cipher-text or vice versa. For
exanple, if data is encrypted using the public key, it can be
decrypted only wth the private key, guaranteeing that the
communi cation is private. On the other hand, data encrypted by the
private key can be decrypted by anyone having the public key,
t her eby aut henticating that the nmessage cane fromwhonever has the
correspondi ng private key.

Wen the registration authority  approves a user’s
installation, the server encrypts the Product ID, Hardware | D, and

additional information from the server into a “license” data

> See generally WKkipedia, Public-key cryptography,
http://en.w ki pedi a. or g/ wi ki / Publ i c-key_cryptography (as of Qctober
3, 2007).




structure using the secret, private key, and then returns it to the
client. Back on the client’s systemthe “license” is decrypted
using the public key, yielding the Product ID and Hardware 1D
stored within. Finally, the client conpares those decrypted val ues
with the ones generated on the client initially. | f they match,
t hereby authenticating the “license” returned by the server, the
user’s installation is considered validated and the protected
software is available for full use. The private key, used to
encrypt the “license” or the Confirmation ID is stored only on
M crosoft’s server,® so that it cannot be determ ned by reverse
engi neering the client software. The user’s system contains the
mat hematically rel ated public key, where it is used to decrypt the
“I'icense” or Confirmation I D, revealing the Product | D and Hardware
| D. This application of asymetric key cryptography provides a
“digital signature,” ensuring that the nessage from Mcrosoft’s
registration authority is authentic.

In sum Mcrosoft’s system is not as vulnerable as the
i nvention described by the ‘216 Patent. Rather than relying on a
secret algorithm enployed to generate matching magi c nunbers on
both the client and the server, Mcrosoft’s system enploys
asymmetric key cryptography, which allows the use of open and

different algorithnms on the client and server. So long as the

® In the case where the user chooses to validate the software
by telephone rather than via the Internet, the registration
authority generates an encrypted Confirmation I D, a short form of
the “license,” which is communicated to the user by phone.
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private key housed on Mcrosoft’s servers remains secret, it is a
very difficult systemto bypass.’” Inportantly, it is not the use
of encryption per se that nmakes Mcrosoft’s system substantially
different fromthe invention disclosed by the ‘216 patent; it is
certainly possible to use encryption technology in the context of
a software validation system that would infringe upon Uniloc’s
intellectual property. As described in the analysis that foll ows,
however, it is the way encryption technology is enployed by
M crosoft’s systemthat takes it outside the clains of the *'216
patent and thus precludes a finding of infringenent.

1. Di scussi on

A. Summary Judgnent St andard

Summary judgnent nmay be had in a patent case (and, in
particular, on non-infringenent) if there is no genuine issue
whet her the accused device is enconpassed by the patent clains.

Novartis Corp. v. Ben Venue Labs., Inc., 271 F.3d 1043, 1046 (Fed.

Cr. 2001); Pitney Bowes, Inc. v. Hew ett-Packard Co., 182 F.3d

1298, 1304 (Fed. Cr. 1999). Since the ultimate burden of proving

" The strength of any key-based cryptographic technique is
directly related to the difficulty of discovering the key, which in
turn depends on the length of the key. As the length of the key
increases, the tinme and effort required to guess the correct key
i ncreases. Trying every possible key is known as a brute force
attack. An 8 bit key can be one of 256 possible values; a brute
force attack on a key this sizeis trivial. The nunber of possible
key val ues increases exponentially with the key's size (e.g., a
128-bit key size contains 2'28 possi bl e key values). See Wki pedi a,
Key size, http://ww. w ki pedi a. org/wi ki/Key_size (as of Cctober 3,
2007) .
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infringenent rests with the patentee, an accused i nfringer seeking
summary judgnent of non-infringenment my neet its initial
responsibility either by providing evidence that would preclude a
finding of infringement, or by show ng that the evidence on file
fails to establish a material issue of fact essential to the

patentee's case. Novartis, 271 F. 3d at 1046; Vivid Techs., Inc. V.

Am Sci. & Eng'g, Inc., 200 F. 3d 795, 807 (Fed. Cr. 1999). As in

nore routine contexts, evidence nmust be viewed in the |ight nost
favorable to the party opposing the notion, with doubts resolved in

that party’ s favor. Bus. Qbjects, S.A v. Mcrostrategy, Inc., 393

F.3d 1366, 1371-72 (Fed. G r. 2005).
Once the novant overcones this initial hurdle, the burden
shifts to the non-novant to designate specific facts show ng that

there is a genuine issue for trial. Celotex Corp. v. Catrett, 477

U S 317, 324 (1986); Novartis, 271 F.3d at 1046. The nonnovant
“must point to an evidentiary conflict created on the record at
| east by a counter statenent of a fact or facts set forth in detail
in an affidavit by a know edgeable affiant. Mere denials or

conclusory statenments are insufficient.” Barmag  Bar ner

Maschi nenfabrik AG v. Miurata Machinery, Ltd., 731 F.2d 831, 836

(Fed. Gr. 1984); see also Applied Conpanies v. United States, 144

F.3d 1470, 1475 (Fed. Cr. 1998) (“It is well settled that ‘a

conclusory statenent on the ultimate issue does not create a

genui ne issue of fact.’”) (quoting I nperial Tobacco Ltd. v. Philip
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Morris, Inc., 899 F.2d 1575, 1581 (Fed. Cir. 1990) (enphasis in

original)); daverbel Societe Anonyne v. Northlake Marketing &

Supply, Inc., 45 F. 3d 1550, 1562 (Fed. G r. 1995) (“There nust be

suf ficient substance, other than attorney argunent, to show that
the issue requires trial.”). “[l]nsupportable, [or] specious
expl anations or excuses will not suffice to raise a genuine issue

of fact.” Ferring B.V. v. Barr Labs., Inc., 437 F.3d 1181, 1193

(Fed Cir. 2006) (quoting Paragon Podiatry Lab., Inc. v. KLM Labs.,

Inc., 984 F.2d 1182, 1190 (Fed. Cir. 1993) (enphasis in original)).
G ven the nunerous factual issues involved and the need for
expert testinmony in these cases, a notion for sunmmary judgnent

shoul d be approached cautiously. Amhil Enters. Ltd. v. Wawa, I nc.,

81 F.3d 1554, 1557-58 (Fed. Cr. 1996); SRl Int’l v. Matsushita

Elec. Corp. of Am, 775 F.2d 1107, 1116, (Fed. G r. 1985)

(“[I']nfringenent is itself a fact issue, [so] adistrict court nust
approach a notion for summary judgnent of infringenent or non-
infringement with a care proportioned to the l|ikelihood of its
bei ng i nappropriate.”). Neverthel ess, where a patentee opposes the
motion with only “conclusory allegations, inprobable inferences,

and unsupported specul ation,” Smth v. Stratus Conputer, Inc., 40

F.3d 11, 13 (1st Cr. 1994) (internal citations and quotation marks
omtted), a defendant’s notion for non-infringenent nust be

gr ant ed.
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B. The Law of | nfringenent

It is hornbook patent |aw that infringenment of even a single

claim entitles a patentee to danmages. Col |l egeNet, Inc. v.

Appl yYourself, Inc., 418 F.3d 1225, 1236 (Fed. G r. 2005). A

pat entee can show infringenent in two ways. The first, “literal”
infringenent, exists “when the accused device literally enbodies

each limtation of the claim” Kraft Foods, Inc., v. Int’|l Trading

Co., 203 F.3d 1362, 1370 (Fed. G r. 2000); lmatec, Ltd., v. Apple

Conputer, Inc., 81 F. Supp. 2d 471, 484 (S.D.N. Y. 2000) (“To be

liable for literal, direct infringenent, a defendant nust duplicate
each el enent of a patent clai mexactly.”). However, the absence of
even one elenent of a claim wll defeat an action for litera

i nfringenent. Bayer AG v. Elan Parm Research Corp., 212 F. 3d

1241, 1247 (Fed. Cr. 2000) (“If any claimlimtation is absent
from the accused device, there is no literal infringenent as a

matter of law ”); Mas-Hamlton Goup v. LaGard, Inc., 156 F.3d

1206, 1211 (Fed. Cr. 1998) (holding the absence of a single
limtation fatal to plaintiff’s case). The second, the so-called
“doctrine of equivalents,” often softens the stringency of this
“all limtations” requirenment. Judge Learned Hand descri bed the
doctrine as designed “to tenper unsparing logic and prevent an
infringer from stealing the benefit of the invention.” Royal

Typewiter Co. v. Rem ngton Rand, Inc., 168 F.2d 691, 692 (2d G r.

1948). Thus, “[a] device that does not literally infringe a claim

14



may nonet hel ess i nfringe under the doctrine of equivalents if every
elenment in the claimis literally or equivalently present in the

accused device.” Sage Prods., Inc. v. Devon Indus., Inc., 126 F. 3d

1420, 1423 (Fed. Cir. 1997). Under the doctrine, then, a
substantially equi val ent process produci ng substantially the sane
result by substantially the same neans will also infringe. Gaver

Tank & Mg. Co. v. Linde Air Products Co., 339 U S. 605, 608 (1950)

(citing Sanitary Refrigerator Co. v. Wnters, 280 US. 30, 42

(1929)) .8

8 The Court finds that the ‘216 patent is a non-pioneering
invention, and thus limts its discussion on this matter to a
f oot not e. Whet her a patent describes a pioneer invention is
relevant to the range of possible equivalents that should be
consi dered under the doctrine of equivalents. As a general rule,
a “pioneer inventionis entitled to a broad range of equivalents.”
Per ki n- El mer Corp. v. Westinghouse El ec. Corp., 822 F.2d 1528, 1532
(Fed. Gr. 1987); see also Sealed Air Corp. v. United States Int’|
Trade Commin, 645 F.2d 976, 984 (C.C.P. AL 1981). By contrast, “an
i nvention representing only a nodest advance over the prior art is
given a nore restricted (narrower range) application of the
doctrine.” Thomas & Betts Corp. v. Litton Sys., Inc., 720 F.2d
1572, 1580 (Fed. Cir. 1983). “One nust start with the claim and,
t hough a ‘ non-pioneer’ invention may be entitled to sone range of
equi valents, a court my not, under the guise of applying the
doctrine of equivalents, erase a plethora of meani ngful structural
and functional limtations of the claim on which the public is
entitled torely in avoiding infringenment.” Perkin-Elner, 822 F. 2d
at 1532. The first sentence of the ‘216 Patent describes the
invention as relating “to inprovenents in systenms for software
registration and, nore particularly, to inprovenents in
arrangenments where software is transferable by nedia such as
magneti ¢ di sks, CD ROMS and the like.” ‘216 Patent, col. 1, Il. 5-
8. This is clearly not | anguage descri bing a pioneering invention.
The '216 Patent goes on to discuss the limtations of prior
inventions in this field, and distinguishes itself by stating that
“[i1]t is an object of the present invention to address or reduce
t he above-nenti oned di sadvantages.” ‘216 Patent, col. 2, IIl. 11-
12. Gven the significant and closely related prior art cited by
the ‘216 Patent, as well as the prosecution history during which

15



The critical limtation of the doctrine of equivalents,
however, is that it cannot be applied to the invention as a whole
or even to a single claiminits entirety; rather, it applies only

to individual claimlimtations. War ner - Jenki nson Co. v. Hilton

Davis Chem Co., 520 U. S. 17, 40 (1997); Perkin-El nmer, 822 F.2d at

1532 (“Though the doctrine of equivalents is designed to do equity,
and to relieve an inventor from a semantic strait jacket when
equity requires, it is not designed to permt whol esal e redrafting
of a claimto cover non-equival ent devices, i.e., topermt aclaim
expansion that would enconpass nore than an insubstantial

change.”); see also Carman Indus., Inc. v. Wahl, 724 F.2d 932, 942

(Fed. Gr. 1983) (doctrine applies only where there is a “mnor

nmodi fication”); Sage Prods., 126 F.3d at 1424 (doctrine applies

only where there are “insubstantial differences”). Where an
accused devi ce perforns substantially the sanme function to achi eve
substantially the sane result, but does so in a substantially
di fferent manner than described by aclaimlimtation, there can be
no infringenment of the claim even wunder the doctrine of

equi valents. Perkin-Elner, 822 F.2d at 1531 n.6 (“That a clai ned

i nvention and an accused device may performsubstantially the sane
function and may achieve the sanme result will not nake the latter

an i nfringenent under the doctrine of equival ents where it perforns

the i nventor went to sone Il ength to di stinguish this invention from
the prior art, the Court finds that the ‘216 Patent is not a
pi oneering invention.
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the function and achieves the result in a substantially different

way.”); see also Graver Tank, 339 U S. at 608.

In short, infringenment of a claim can be found only where,
under both literal and equivalent readings, an inquiring court,
drawing all inferences in favor of Uniloc, finds all elenents of
the claimin the accused device. |If any are mssing, there is no
infringenment as a matter of |aw

C. Uniloc’'s dains

The ' 216 Patent has five i ndependent clains (Clains 1, 12, 17,
19 and 20) and nultiple dependent clains. “It is axionmatic that
dependent cl ains cannot be found infringed unless the clains from
whi ch they depend have been found to have been infringed[.]”

Wahpeton Canvas Co. v. Frontier, Inc., 870 F.2d 1546, 1553 (Fed.

Cr. 1989); see also Tel edyne McCorm ck Sel ph v. United States, 558

F.2d 1000, 1004 (C. d. 1977) (stating that it “has |ong been
established that a dependent claim. . . cannot be infringed unl ess
the accused device is also covered by the independent claint).
Because the Court finds that Mcrosoft’s Product Activation system
does not infringe independent clains 1, 12, 17, 19, and 20 of the
‘216 Patent, it follows that all dependent clains are simlarly not
i nfringed. The ensuing discussion is therefore Ilimted to two
el enments of Caiml, one element of aim1l12, two elenents of Claim
17, and two identical elenments of Clains 19 and 20, as provided in

t he chart bel ow.
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216 Claim El ement m ssing in Mcrosoft’'s device

Claim1 Licensee unique ID first generated by said local licensee
uni que | D generating means has matched a |icensee uni que I D
subsequently generated by said renmote |licensee unique ID
generating means.

Renmote |icensee wunique |D generating means conprises
software executed on a platform which includes the
algorithm wutilized by said local Ilicensee unique 1D

generating means to produce said |licensee unique ID

Claim 12 Wherein said registration system is replicated at a
regi stration authority.

Claim 17 Enabling key . . . has matched identically with said
registration key.

Enabl i ng key generated by a third party means of operation
of a duplicate copy of said registration key generating

means.

Claims 19 and 20 Li censee unique | D generated by said |ocal |icensee unique
ID generating means has matched a |icensee wunique 1D
generated by said renote licensee unique |ID generating
means.
Renmote |icensee unique |ID generating means conprises
software executed on a platform which includes the
algorithm wutilized by said local I|icensee unique 1D

generated means to produce said |licensee unique ID

1. Caiml: A Symmetric System

Caiml of the *216 Patent requires that “a |licensee unique |ID
first generated by said local l|icensee unique |ID generating neans
has matched a |icensee unique |ID subsequently generated by said
renote |icensee unique I D generating neans.” For purposes of this
anal ysis, the relevant terns are “licensee unique ID, " “local and
renote licensee unique |ID generating neans,” and “has matched.”
The constructions of those terns are shown below. See Unil oc, 447

F. Supp. 2d at 183-200.
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Claim Term Court’s Construction

1. Licensee unique ID A unique identifier associated with a |icensee

6. Local licensee Functi on: to generate a local or remote licensee
uni que | D generating uni que 1D

means Structure: a summation algorithm or a summer and
7. Rempte |licensee equi val ents thereof.

uni que | D generating

means

16. Has matched A comparison between the locally generated |icensee

uni que I D and the renmotely generated |icensee unique
I D shows that the two are the sane.

One of Uniloc’'s theories of infringenment identifies the
licensee unique ID as the Product ID that Mcrosoft’s system
generates on the client. However, this theory fails because the
Product IDis generated only on the client, not on the server. In
anot her theory, Uniloc posits that the licensee unique ID is the
“l'icense” data structure that M crosoft’s Product Activation system
generates on the server using an encryption algorithm Thi s
“l'icense” is subsequently sent and decrypted on the client.
However, this theory of infringenment fails to satisfy two separate
el enments of Cdaim 1. First, the “license” data structure is
generated only on the server. Second, the ordering of steps is
incorrect: the “license” data structure is generated first on the
server and subsequently decrypted on the client. Cdaim21l inposes
a tenporal ordering limtation on the operation of the ‘216
i nvention. It requires that the |icensee unique |ID nust be
generated first on the client and then matched with a |icensee

uni que | D subsequently generated on the server. This ordering of
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steps is detrinental to Uniloc’s efforts to find a |icensee uni que
IDin Mcrosoft’s systemthat neets the requirenents of C aim1.
Uniloc responds to this difficulty by citing its expert’s
report: “M. Klausner provides evidence that the accused products
infringe claim1l under all ‘theories’” by referencing sixty-eight
pages of that report. (Pl.’s Mem Opp' n Def. Mot. Sum J. 36-37.)
Page 31 of M. Klausner’s report indeed addresses this limtation
of Claim1l by stating that, “[i]Jt is ny opinion that the accused
M crosoft products perform within the literal scope of this
element. M analysis with respect to literal infringenment of this
element is set forth in Exhibit D.” (Kl ausner Decl., Ex. 2, Tab D
at 31.) Exhibit Dis a 300 page report; pages 44 through 52 seem
relevant. (Ex. Dto Klausner Expert Report at 44-52.) Nowhere in
t hese pages, however, which cite to thousands of |ines of
M crosoft’s source code, is there any inkling of evidence that
m ght show that Mcrosoft’s system generates |icensee unique |Ds
first on the client and then subsequently on the server using the
sane algorithm as required by Claim1l of the ‘216 patent. 1d.
Finally, both theories fail because even were the Court to
find generation of licensee unique IDs on the client and the server
in the correct order, the licensee unique |IDs produced by the
client and the server nust match. ‘216 Patent, Cdaim 1. The
Court’s construction of the disputed claimterm “has matched” to

mean “a conparison between the locally generated |icensee unique
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ID/registration key and the renotely generated |icensee unique
| O/ enabling key shows that the two are the sanme” reveals the
problem See Uniloc, 447 F. Supp. 2d at 200. At no point do the
values Uniloc identifies as |icensee unique IDs in the context of
M crosoft’s system that are generated on the client and the
server, match. Instead, the Product ID generated on the client is
|ater matched with that same Product ID that was sent to the
server, encrypted, and returned fromthe server in the “license.”
More specifically, the Product ID and Hardware | D generated on the
client during the activation process are conpared to the sane
Product ID stored in the encrypted “license,” as well as to the
Har dwar e | D subsequent|ly regenerated on the client upon each use of
the protected software. It is not matched with another Product ID

reconputed on the server. In fact, the raison d' étre of |icensee

unique IDs in the context of the ‘216 Patent is that they match.
Wen the |icensee unique |Ds generated independently on both the
client and the server, by the sane algorithm wusing the sane
i nputs, match, that match authenticates that the genuine server-
side registration systemwas cont act ed and approved t he activati on.
Since the true algorithm by which the licensee unique IDs are
generated remains a secret, presumably only the authentic server-
side registration systemwould know it.

If, as Uniloc contends, the |icensee unique ID is the

“l'icense” generated and encrypted on the server and subsequently
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decrypted by the client, its contents are later matched with the
Product I D and Hardware |1 D, not another “license” generated by the
client. The “license” is only a container for data initially
coll ected and processed by the client; it does not directly match
any other value. Inthis sense, it is not a magi ¢ nunber, but data
with an intrinsic nmeaning. Once returned from the server and
decrypted on the client, its contents match the original values
collected by the client. At no point are the individual values
that conprise the “license” reconputed on the server

Turning to anot her disputed elenent, Claiml requires that the
“renote licensee unique |ID generating neans conprises software
executed on a platform which includes the algorithm utilized by
said local |icensee unique |ID generating neans to produce said
licensee unique 1D.” Id. at 188. The relevant terns are
“algorithnmi and “includes the algorithm utilized by said |oca
licensee unique ID generating nmeans to produce said [renote]

Iicensee unique ID.” The definitions are shown below. See id. at

192- 95.

Claim Term Court’s Construction
9. Algorithm A set of instructions that can be followed to

carry out a particular task

10. Includes the algorithm Includes the identical algorithm used by the
utilized by said | ocal |l ocal licensee unique |ID generating means to
licensee unique |ID generating produce the [remote] |icensee unique ID
means to produce said
[renote] licensee unique ID
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The *216 Patent describes an invention where the values
entered by the user on the client side are converted into a
licensee unique ID, and then those raw inputs (but expressly not
the client’s conputed |icensee unique ID) are sent to the server
and cal culated into a |licensee unique ID on the server side by the
sanme algorithm The server’s |licensee unique IDis then sent back
to the client where it is conpared to the client’s original
Iicensee unique ID. They nmust match in order for the software to
be successfully validated. By contrast, in Mcrosoft’s system the
val ues generated on the client that m ght be considered |icensee
uni que I Ds (the Product I D and/or the Hardware I D), and the val ues
that m ght be considered l|icensee unique |IDs generated on the
server (the “license”), are conputed by different algorithns and
their val ues do not match

Uniloc strains to find an instance of the same al gorithm on
both the client and server side of Mcrosoft’s system First,
Uniloc points to Mcrosoft’s use of encryption and decryption
technol ogy as constituting the “sanme” al gorithm but encryption and
decryption algorithnms are inverses, not the same algorithm Next,
Uni | oc notes that the SHA-1 (secure hashing) and MD5 (cryptographic
hashi ng) algorithns are present on both the client and server side
of Mcrosoft’s Product Activation system Accordingto Uniloc, M.
Kl ausner “independently reviewed the source code and provided

evi dence that the algorithns in question were present in the source
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code for the accused products and the source code for the M crosoft
Cl earinghouse.” (Pl.’s Mem Qop’'n Def. M. Sum J. 15.) Once
again Uniloc msses the point: the ‘216 Patent calls for the sane
algorithm to be used on both sides as the generating neans of
mat ching |icensee unique |IDs. That is sinply not the case in
M crosoft’s system its values that mght qualify as |icensee
unique | Ds are produced on both the client and the server, but
these licensee unique I Ds are produced by different algorithns,
using different inputs, and hence the resulting |icensee uni que | Ds
do not match

Finally, even were encryption and decryption to be considered
the “sanme” al gorithmunder the doctrine of equivalents, the order
of their use in generating licensee unique IDs in Mcrosoft’s
system does not follow the order required by the ‘216 Patent. In
M crosoft’s system the “license” is first encrypted on the server
and then subsequently decrypted on the client. This is precisely
the reverse order fromthat specified in Caim1. As M crosoft
not es:

At the d earinghouse, this algorithmencrypts data,

while on the user’s conputer, it decrypts data. Thus,

the encryption algorithmon the renote side takes certain

data D, and encrypts it into EE On the local side, the

decryption algorithm starts with the encrypted data E,

and decrypts it to D. The algorithnms are thus the exact

opposite of one another. They al so do not have the sane

outputs: the output of the encryption algorithmis the

encrypted value E, and the output of the decryption

algorithmis the decrypted value D. E and D are not the
sanme, and are not conpared for matching purposes.
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(Def. Mot. Sum J. 35. (internal citations and enphasis omtted).)

In sum Mcrosoft’s systemis not the symmetric systemtaught
by the *216 Patent. This is not sinply an oversight of the ‘216
Patent clains, but, rather, a direct result of the design of its
i nvention. The requirenment that the client- and server-side
al gorithns be the sane and produce matching values fromidentica
inputs is the only neasure of security in the invention described
by the *216 Patent. Contrariw se, Mcrosoft’s system uses public
key cryptography to ensure the integrity of the activation process.
Publ i c key cryptography is an asymmetric systemwhere a private key
encrypts data (e.g., the “license” data structure) and a
mat hematically related public key decrypts it. In the
configuration used by Mcrosoft’s system public key cryptography
is enployed to authenticate the nessage returned fromthe server.
This type of digital signature depends only on the secrecy of the
private key for its integrity.

This very technical difference has very broad i nplications for
the scope of protection afforded to the ‘216 Patent. It is here
that the macro |l evel difference between the invention described by
the ‘216 Patent and Mcrosoft’s system can be seen nost clearly.
VWhile Uniloc’s invention is an inprovenent over the prior art (in
part because it does not require a unique serial nunber to be
burned into each copy of the software nedia), its synmmetry renders

it vulnerable to attack by determ ned hackers. This is not an
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i nsubst anti al weakness given that a najor goal of the inventionis
to “prevent copying of the software . . . to another conputer[.]”
‘216 Patent Columm 1. Mcrosoft’s asymretric systemis far nore
difficult to crack, as it requires discovering Mcrosoft’s secret
key. Unlike the secret algorithm intended for use but not
di scl osed by the ‘216 Patent, Mcrosoft’s secret key i s not part of
the client software and thus is far nore difficult to discover.
Uni | oc poi nts to sever al ot her al gorithns (e.q.,
PI DSt ri ngt oPI DSt ruct and FEncr ypt Decr ypt Usi ngPl DHW D) f ound on bot h
the client and server side of Mcrosoft’s system Once again,
Uniloc msses the point. It is not sufficient nmerely to find the
identical code on both the client and server systens. Rat her
t hose al gorithnms must be used in a manner infringing the clains of
the ‘216 Patent. Uniloc cannot show that the algorithnms are used
on the client and the server to produce matching |icensee unique
IDs in the correct order as described by the limtations of Caim
1. Many prograns contain a high percentage of code copied from
ot her programs, but that does not nake those prograns the sane.
For exanple, the “strlen” function, which conputes the |l ength of a
text string, is a cormon algorithmfound in nearly every program?®
Surely, its mere presence or even use on both the client and server

side of Mcrosoft’s system does not infringe on the ‘216 Patent.

® See Wkipedia, strlen, http://en.w ki pedia.org/wiki/Strlen
(as of Cctober 9, 2007).
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Were that the case, nearly every software program would infringe
Uniloc’s intellectual property. The critical inquiry is whether
the algorithns are used for the purpose taught by the ‘216 Patent.
For all the reasons expl ained above, the Court finds, as a matter
of law, that they are not.

2. | ndependent Claim 12: The Registration Authority

Claim 12 of the ‘216 Patent describes the workings of a
“registration system generating a security key from information
input to said software . . . on a conputer on which said software
is to be installed; and wherein said registration system is
replicated at a registration authority . . . .” The definitions

given these terns follow See Uniloc, 447 F. Supp. 2d at 205.

Claim Term Court’s Construction

1. Security key A unique identifier associated with a |icensee

22. \Vherein said registration | Wherein the registration system attachable to
system is replicated at the |software to be protected is reproduced exactly
regi stration authority at the registration authority

Upon further reflection, the Court has decided to clarify its

construction of claimterm?22 as follows: Werein the portion of

the registration system that generates a security Kkey from

information input to software to be protected i s reproduced exactly

at the registration authority. This clarifies that only the
portion of the registration systemresponsible for generating the
security key nust be replicated exactly at the registration

authority, not the entire registration system as the previous

27



construction inplied. This reading follows the broader stance of
Claim12, which describes the registration systemas “generating a
security key frominformation input to [the] software . . . .” See

Uah Med. Prods., Inc. v. Graphic Controls Corp., 350 F.3d 1376,

1382 (Fed. Cir. 2003) (noting that there is substantial authority
for the clarification of a disputed claimterm particularly where
the Court clarifies its construction “to nore closely align its
interpretation with the claim |anguage and the specification’s

description . . . .7); Jack Guttman, Inc. v. Kopykake Enters.

Inc., 302 F.3d 1352, 1361 (Fed. GCr. 2002) (stating that
“[d]istrict courts may engage in a rolling claimconstruction, in
whi ch the court revisits and alters its interpretation of the claim
terms as its understandi ng of the technol ogy evolves. . . . Thisis
particularly true where issues involved are conplex, either due to

the nature of the technology or because the neaning of the clains

is unclear from the intrinsic evidence.” (internal <citation
omtted)).
Even with this clarification, however, Uniloc still cannot

point to any potential evidence tending to showthat the portion of
M crosoft’s system that generates a security key is reproduced
exactly at the registration authority. The parties’ proposed
constructions at the Marknman hearing are telling on this issue.
Uniloc’s proposal required only that the registration authority

“al so [ have] a systemthat generates a security key.” Uniloc, 447
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F. Supp. 2d at 205. Here, Uniloc attenpted to summarily di spose of
the replication requirenent, a central limtation of Caim 12
However, though Claim12 requires the security key generating nmeans
to be replicated at the registration authority, this does not nean
that the entire registration system nust be reproduced exactly at
the registration authority. Mcrosoft’s proposed construction, by
contrast, attenpted to disallowthe use of encryption or decryption
technol ogy to neet the definition of replicated. 1d. As with any
process, the inportant distinction here is not just whether the
technol ogy exists on the client and the server, but howit is used.
So the nere presence of encryption and decryption technol ogy on the
client and the server does not, without nore, suffice to yield a
systemthat “is replicated at the registration authority.” ‘216
Patent C aim 12.

Uni | oc suggests that Caim1l12 “requires that the registration
system be attachable to the software to be protected and that it
generate a security key.” (Pl.’s Mem Opp'n Def. Mot. Sum J. 32.)
Here, Uniloc attenpts to return to its earlier proposed (and
subsequently rejected) reading of Claim 12. In support of its
argunment that “the registration systemis indeed replicated at the
M crosoft O earinghouse[,]” Uniloc cites Klausner’s expert report
at 92-107. However, this limtation of Claim12 is discussed on
pages 61-63 of Klausner’s report. (Klausner Decl., Ex. 2, Tab D at

61-63.) In substance, Klausner is only able to state that, “the
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function perforned by software code of the [ Mcrosoft Registration
Systen] is that of having the sanme software code present at the
[ Mcrosoft Clearinghouse] . . . as is present at the | ocal conputer
of the Customer . . . .” 1d. at 62. This is insufficient to neet
Uni | oc’ s burden. As explained previously, nere presence of the
sane conputer code on both sides of the systemdoes not suffice to
yield a “registration system [that] 1is replicated at the
registration authority[.]” ‘216 Patent C aim 12.

Claim 12 of the ‘216 Patent requires an essential symetry
bet ween t he process of generating a security key on the client and
the process on the server to achieve a neasure of integrity.
M crosoft’s system by contrast, relies on asymmetric cryptography
to authenticate the “license” returned fromthe server. Thus, the
Court finds that independent Caim1l2 and its dependent C ains 13-
16 are not infringed by Mcrosoft’s system

3. | ndependent Clains 17, 19 and 20: Same Al gorithm
Pr oduces Matchi ng | Ds

Claim 17 of the '216 Patent requires that the “enabling key
has matched identically wth said registration Kkey.”
Furthernore, Caim 17 requires that the “enabling key [be]
generated by a third party neans of operation of a duplicate copy
of said registration key generating means.” The relevant terns

here are “registration key,” “enabling key,” “has matched,” and

“generated by a third party nmeans of operation of a duplicate copy
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of said registration key generating neans.” Their respective

constructions follow. See Uniloc, 447 F. Supp. 2d at 183-200.

Claim Term Court’s Construction
2. Registration key A unique identifier associated with a
3. Enabling key licensee

11. Generated by a third party | Generated by a third party’'s use of a
means of operation of a duplicate |duplicate copy of the registration key
copy of said registration key |generating means

generating means

16. Has mat ched A conparison between the locally generated
regi stration key and the remotely
gener ated enabling key shows that the two
are the same

These |imtations of Claim 17 are nearly identical to the
el ements of Claim1l analyzed previously. Claiml requires that the
“l'icensee unique ID. . . generated by said |local |icensee unique
| D generating neans has matched a I|icensee unique |ID
generated by said renote |icensee uni que | D generating neans,” and
that the “renote |icensee unique |ID generating neans conprises
software executed on a platform which includes the algorithm
utilized by said | ocal |icensee unique ID generating neans . . . .~
As noted in the claimconstruction opinion, “*third party neans of
operation’ sinply denotes that the renote | ocati on uses a duplicate
copy of the registration key generating neans.” Id. at 195.
Because M crosoft’s system does not use the sane algorithm(i.e.,

“a duplicate copy of the registration key generating neans”) on the
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client and server to produce matching registration/enabling keys,
there can be no infringenment of this claim

Clainms 19 and 20 of the ‘216 Patent require that the

licensee unique |ID generated by said l|local |icensee

uni que |1 D generating neans has matched a | i censee uni que

| D generated by said renote |icensee uni que | D generating

nmeans; and wherein said renote |icensee unique ID

generating neans conprises software executed on a

pl atform which includes the algorithmutilized by said

| ocal |icensee unique I Dgenerating neans to produce said

I i censee uni que |D.
The only di fference between these el enents of Cainms 19 and 20, and
the equivalent elements of Caiml1l, is the lack of the ordering
requi renent unique to Caiml. Caimlrequires that the “licensee
unique ID first generated by said local |icensee unique 1D

generating neans has nmatched a |icensee unique |ID subsequently

generated by said renote |icensee unique ID generating neans[,]”
(emphasi s supplied), whereas Cains 19 and 20 do not specify a
required ordering. Nevertheless, for the reasons articulated in
the discussion of Caim1, mnus the ordering requirenent, this
Court finds that Mcrosoft’s system does not generate matching
| icensee unique IDs on the client and the server using the sane
al gorithm

[11. Concl usion

Digital copies of digital data are perfect, providing little
incentive to the dishonest to acquire works legitimately. Software
devel opers as well as those engaged in nore artistic endeavors

suffer when their creations are copied and consuned illegally.
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Thi s case presents two conpeting processes for protecting conputer
software, one patented, the other not. Patents on algorithns
inplemented in conputer software can be a useful way of both
protecting existing inventions and encouragi ng the devel opnent of
new processes. But when those processes take an accused device
outside the clains of the patent, there is no infringenent.

For all of these reasons, Mcrosoft’s Mtion for Sumrary
Judgnent is GRANTED, and Uniloc’s Mtion for Partial Summary
Judgnent is DEN ED as noot.

It is so ordered.

WlliamE Snmith
United States District Judge
Dat e:
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